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The American Consumer Institute
Center for Citizen Research

RE: DSS Request for Information

Thank you for the opportunity to comment on this Notice and Request for Information’
(RF1) regarding Dynamic Spectrum Sharing (DSS). We understand that DoD is seeking
information “regarding all methods and approaches, and feasibility, to best develop and
deploy DSS across a broad range of capabilities and for future understanding of how
spectrum may be utilized in both 5G and innovative technologies.” Among the
requested information DoD specifically asks “How could DoD own and operate 5G
networks for its domestic operations? What are the potential issues with DoD owning
and operating independent networks for its 5G operations?” DoD’s intent, as specifically
stated in the RFI, is “is to ensure the greatest effective and efficient use of the DoD’s
spectrum for training, readiness, and lethality.” We believe that both DoD’s inquiries and
intent are misguided and concerning when considering the ramifications of the prospect
of DoD owning and operating 5G networks and the impact on consumers, innovation,
and U.S.’ leadership in the global digital economy.

The American Consumer Institute Center for Citizen Research (ACI) is a 501(c)(3)
non-partisan, educational, and public policy research organization, with the mission to
identify, analyze, and project the interests of consumers in selected legislative and
rulemaking proceedings in matters that affect the consumers. We have worked?
extensively on this issue to inform consumers and policymakers on the problems of
nationalizing 5G networks.

We are not aware of DoD publishing any evidence of a cost-benefit analysis that would
corroborate and justify the RFI. Instead, we urge the DoD to consider the vast empirical
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evidence supporting private-sector innovation as a time-tested model for American
success and prosperity. As such, our assessment is that the risks and costs associated
with materializing the idea of DoD owning and operating 5G networks outweigh any
possible benefits and could result in serious challenges to national security and the
future of our digital economy.

In what follows, we discuss in more detail the specific risks and costs that would affect
consumers, innovation, national security, and U.S.’ leadership in the global digital
economy.

Our comments are divided into the following sections:

I.  The Effects on Consumers
[I.  The Long-Term Effects on Innovation
[ll.  Cybersecurity Implications
IV.  This Will Not Win US the 5G Race
V.  Conclusion

l. The Effects on Consumers

Discerning the appropriate level of government role and oversight in 5G deployment is a
salient issue that ultimately affects consumers and how they benefit from the digital
economy. The track record of government-run economic enterprises and networks and
centrally-planned infrastructures has for long been the subject of academic review and
scrutiny. As a result, there is a vast literature based on empirical evidence that should
be the guide for this inquiry.

A review of the empirical evidence provides no support that consumers would benefit
from a nationalized 5G network, but instead it highlights the possible negative
consequences that would burden taxpayers and consumers. The myriad of historical
examples should also be highly suggestive of this.

Take Amtrak for example. The private passenger rail thrived in the United States
between the mid-19th century and the early 20th century. By the late 1950s, however,
passenger rail was struggling because of the rise of alternative means of
transportation. With railroads facing large tax, regulatory, and union burdens, which led
to a number of railroads to bankruptcy, Congress stepped in to take over passenger rail
and created Amtrak in 1970. Amtrak was supposed to become financially



self-supporting after a transition period, but it has never earned a profit.® Instead, it has
consumed more than $40 billion in federal subsidies over four decades.*

Then we have the U.S. Postal Service, which has legal monopolies over various types
of mail, and has prevented entrepreneurs from launching competing postal services
which would improve quality and reduce costs for consumers. The USPS has lost more
than $50 billion since 2007 and will likely continue losing money without major reforms
to improve efficiency. Last year's USPS’s quarterly financial report not only revealed
another net loss of $2.3 billion for the three-month period, but also an unexpected drop
in the USPS’s package volumes for the fewest deliveries in nearly a decade.® The
performance data provides a stark reminder of this money-losing postal system that
relies on taxpayers money under the form of federal bailouts to survive.

In healthcare, the track record is not better. Not only has Medicare blocked innovations
that would have improved health care,® but decades of reports by government
watchdogs have demonstrated that Medicare has been failing to conduct oversight,
resulting in rampant waste and fraud. Evidence shows that Medicare was so lax in its
oversight that it was approving orthopedic shoes for amputees.’

Bennett and Johnson (1981) reviewed numerous studies that compared the
performance of services that were governmentally and privately produced, including
refuse collection, fire protection, debt collection, ship repair, electricity services, airline
services, ambulatory care, and other services.® Their findings suggest that government
production was far more costly than private production. They also found that
government financial data often excluded comparable costs (such as net interest,
pensions, taxes, and other opportunity costs) that, when included, made government
production twice as costly as private production. Their conclusions corroborate previous
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findings® that government production of goods and services was roughly twice as
expensive as private production.

Evidence in telecommunications and broadband internet services shows similar
patterns. Several municipal governments have so far taken the financial risk of building
and operating their own communications networks. Mounting evidence' shows that
despite the subsidies, many, if not most, municipal government owned systems are
financially unviable, leaving the burden of unrecovered costs to local constituents, and
even federal taxpayers.

The idea that government-owned networks would provide the same quality of network
technology as private-owned networks is based on the premise that government-owned
networks would offer lower costs as a result of economies of scale. But this premise is
flawed. Research investigating the financial performance of government-owned
networks shows that they do not come cheap, nor do they free consumers and
taxpayers from problematic consequences.

For example, a recent study assessing the financial performance of 88 municipal fiber
projects finds that only 20 of them report the financial results of their broadband
operations separately from the financial results of their electric power operations.! Out
of the 20 projects, 11 generated negative cash flow, and for the 9 projects that are
cash-flow positive, seven would need more than sixty years to break even. Even these
statistics are overly generous, considering that government institutions'? pay no state,
local and federal taxes, and they often omit opportunity costs and capital expenditures
for existing land and buildings, as well ignore employee retirement and benefit costs.
Yet, the private sector pays these same costs and still outperforms the public sector.
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Unfortunately, these examples and observations are not anomalies. They only
represent a handful out of the myriad of government-run enterprises and
government-owned networks gone bad. Extensive evidence suggests that these
networks lead to higher consumer costs and taxpayer burden as they push their
financial losses on to consumers and taxpayers to avoid going out of business.

There is no reason to believe that a military-owned and run 5G networks would be any
different. On the contrary, having the government oversee infrastructures such as a 5G
network would not just be inefficient but it would all come at the cost of the taxpayers.

Il. The Long-Term Effects on Innovation

Not only it is very unclear how consumers could be benefiting from a 5G
government-owned and operated network, but the idea that such a network could be
competitive and drive innovation has no basis in reality.

A recent market analysis finds that US telecom and technology companies spent a total
of more than $130 billion on research and development (R&D) in 2018." Comparatively,
on a global scale, US companies spent 7.2% of revenue on R&D, compared with 1.7%
in Japan, 2.6% in China, 3.6% in Germany, and 5.6% in South Korea.™

U.S. operators have invested over $1.5 trillion over the last 20 years,' and need
another $275 billion® to finish building out our 5G networks. And the cost of this
transformation is going to just keep increasing and private operators still need to raise
capital to invest in their networks. Market-based auctions have already delivered
hundreds of billions of dollars to the US economy, and they have shown to be the viable
way to encourage investments and network deployment.

Abandoning this approach for a nationalized, government-led network in 5G threatens
to deter investment in private networks as it can harmfully distort both capital and retail
markets by trimming the flow of investments and driving up the costs of capital. There is
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no evidence suggesting that the government is better positioned than the market to
drive investments and innovations in this critical technology.

As elaborated in the previous section, government-run enterprises and infrastructures
are frequently plagued by financial failure, service shortfalls, and a lack of innovation.
There is no reason to believe that a nationalized 5G network would escape these
challenges.

The prescription for a government-owned and ran 5G network would ignore the
advantages of free-market innovations. As history has shown, abroad and domestically,
only when state-owned enterprises are privatized and introduced to competition, market
investments soar, prices decline, and innovation and competition flourish. The
privatization of the internet in 1995 provides an example of that.

As such, it is our belief, based on theory, empirical evidence, and history that it is the
market, not government, that is best positioned to drive innovation, investments, and
deliver competitive products and services to consumers.

lll. Cybersecurity Implications

What is suggested in the RFI has also serious security implications that deserve further
consideration.

It is not clear HOW the DoD, through a proposed government-owned network, would
improve on the security practices of carriers who have been operating mobile networks
for decades, and who provide the secure and reliable networks. This raises
considerable concerns.

The security of a 5G network is a complex ecosystem that must be protected in its
entirety in order to function reliably. The supply chain that makes up the 5G ecosystem
including, but not limited to, the integrated chipsets and the billions of IoT devices that
will use the network, they all introduce risks and vulnerabilities that require consistent
monitoring and updating.

DoD itself “is facing a future 5G environment where its supply chain will be increasingly
vulnerable or compromised,” according to last year’s report of the Defense Innovation
Board." To further complicate matters that exacerbate security concerns, evidence

7 Milo Medin and Gilman Louie, “THE 5G ECOSYSTEM: RISKS & OPPORTUNITIES FOR DoD,”
Defense Innovation Board, April 3, 2019,


https://media.defense.gov/2019/Apr/03/2002109302/-1/-1/0/DIB_5G_STUDY_04.03.19.PDF

suggests that there are more than 200,000 decades-old vacuum electronic devices'®
now in service in the Department of Defense, powering critical communications and
radar systems that cover the land, sea, air, and space. The federal government is still
reliant on outdated legacy mainframes. At a very minimum, DoD would need to upgrade
old equipment to meet national security needs.

Given the complexity of the myriad of decentralized interconnections characteristic to
5G networks and the constant upgrading of the software and hardware, it will be
extremely difficult to track the possible attacks or introduction of malware.' Again, there
is no reason to believe that a government-run 5G network would escape these
challenges.

The belief that a government-owned and -operated network is inherently more likely to
be secure than private networks is rather concerning as previously echoed by industry
experts. The Technology Policy Institute, for example, specifically emphasizes the
government’s terrible track record with security and privacy breaches.?® Notable
examples include the Office of Personnel Management losing nearly 22 million personal
records in 2015 (including employees with high-security clearances), the Department of
Defense in 2020, the Securities and Exchange Commission losing sensitive data, and
the continuous ramifications of Snowden exposing the cracks in the US intelligence
agencies’ security systems.?’

The recent history of government-run technology should be considered as evidence for
the fallacy that a government network will be secure simply because the government
owns and runs it. Instead, multiple studies have shown that competition encourages
firms to improve cybersecurity.?

We acknowledge DoD'’s role in national security. However, the DoD has yet to explain
how it will achieve its objectives to build and operate a 5G network both securely and
reliably.
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IV.  This Will Not Win US the 5G Race

All points discussed in Sections I, Il, and Il - the required investments to build up
competitive, reliable, and secure 5G networks that consumers can benefit from in a
timely manner - are prerequisite for the US to win the 5G race.

China has already assessed the economic potential of 5G networks. A Brookings report
shows that China has reported more than 200 million 5G subscribers before the full
deployment of the technology and anticipates growth of at least three million jobs over a
five-year period.?* More concerning, China has outspent the United States in wireless
communications infrastructure, all while the US has lost some time in its attention to a
range of regulatory and legislative directives that have constrained activities.

If the US government fully appreciates and seeks to maximize the economic
opportunities associated with 5G, then no persuasion should be needed to understand
that prioritizing a government-owned 5G network does exactly the opposite. As such,
the idea of a government-owned 5G network is not only unrealistic, but also unwise.

V. Conclusion

While we appreciate the Department’s interest in seeking information regarding
Dynamic Spectrum Sharing, we urge the DoD to reject any proposal for a nationalized
network, as it would negatively impact consumers, taxpayers, innovation, national
security, and U.S. leadership in the global digital economy.

Respectfully submitted,
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Krisztina Pusok, Ph.D.
Director of Policy and Research
American Consumer Institute
Center for Citizen Research
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